WIFI CONFIGURATION FOR
WINDOWS 7 and WINDOWS 8

(USMSeecure)

MAKE SURE YOUR LAPTOP IN WIFI AREA AND
WIRELESS ADAPTER IS ‘ON’

Right click l

STEP 2. Click ‘Open Network and Sharing Center’

STEP 1. Taskbar

STEP 3. Click ‘Set up a new connection or network’

© 9~ 1 & « Networkand Intemet » Network and Sharing Center v G| | Search Control Panel »
el st View your basic network information and set up connections
" View your active networks
Chanoe Sl e You are currently not connected to any networks.
Change advanced sharing

settings ing sett
! Set up  new connection of network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

repair or

STEP 4. Click ‘Manually connect to a wireless network’ and click
‘NEXT’

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Set up a new network
Set up a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

STEP 5. 1. For ‘Network name’ fillin USMSecure

2. For ‘Security type’ choose ‘WPA2-Enterprise’ ,

3. For ‘Encryption type’ choose ‘AES’, please make sure that
‘Start this connection automatically’ checkbox is ticked

4. Click ‘Next’

Enter information for the wireless network you want to add

Nevorkrame e ——

Security type: WPA2-Enterprise Sy

Encryption type: AES M ] 3

Security Key: [ Hide characters
4 Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

4 =03 Nt | [ oncel |

STEP 6. Click ‘Change connection settings’

Successfully added USMSecure

# Change connection settings
Open i ies 5o that

STEP 7. Ensure that the ‘Connect automatically when this network is

in range’ checkbox is ticked. Click ‘OK’.

USMSecure Wireless Network Properties BN

Connection | Security

Name: uUSMSecure
SSID: USMSecure
Network type: Access point

Network availabiity: Al users

Ic:.nnect 3 when this is in range I
[ Look for other wireless networks while connected to this network
[] Connect even if the network is not broadcasting its name (SSID)

STEP 8. 1. Choose ‘Security’ tab,

2. For ‘Security type’, choose ‘WPA2-Enterprise’
3. For ‘Encryption type’, choose ‘AES’,

4. Click ‘Settings’

| Connection | Security (g |

Security type: |wea2 v : 2
Encryption type: | AES vh:: 3
Choose a network

method:
| Microsoft: Protected EAP (PEAP) v|m4

[¥] Remember my credentials for this connection each
time I'm logged on

(o J[ conl |

STEP 9. Make sure UNTICK for ‘Validate server certificate’
checkbox and click ‘Configure...”

When connecting:

[Fereereraeno by vaidang e certneate ]

[ ] Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:

Tell user if the server’s identity can't be verified v

Select Authentication Method:
|

| (EAP-MSCHAP v2)
[¥] Enable Fast Reconnect

[JEnforce Network

1] if server does a Ui’
[_]Enable Identity Privacy




STEP 10. 1. Untick ‘Automatically use my Windows logon name
and password (and domain if any)’ checkbox,
2. Click ‘Ok’ to all.......
Protected EAP Properties E3
EAP MSCHAPV2 Properties  BEM |

When connecting:

B\ ):
Dh.tomﬂicdyusemywlhdow:logonnmaid g
password (and domain if any).

| —— =

[] Equifax Secure Certificate Authority

[] GeoTrust Global CA

[] Microsoft Root Authority

[] Microsoft Root Certificate Authority

[] Microsoft Root Certificate Authority 2010 v
< > o

Notifications before connecting:

Tell user if the server’s identity can't be verified ot

Select Authentication Method:
|Secured password (EAP-MSCHAP v2)
Enable Fast Reconnect

[ ] Enforce Network Access Protection
[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

VI I Configure... I

-

STEP 11. Click ‘Advanced settings’ , make sure that ‘Remember
my credentials for this connection each time I’'m logged
on’ checkbox is ticked

USMSecure Wireless Network Properties
| Connection | Security |

Security type: WPA2-Enterprise v/

Encryption type: | AES v

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v|| settings
[¥]Remember my credentials for this connection each
time I'm logged on
Advanced settings

STEP 12. 1. Choose ‘802.1X settings’ tab,

2. Tick ‘Specify authentication mode’ checkbox
3. Choose ‘User Authentication’

4. Click ‘Save credentials’.

Advanced settings

2 Specify authentication mode:

User or computer authentication v | Il Save credentals fi

User or computer authentication
3 Computer authentication
|$ User authentication

4
®) Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10 =

«| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

STEP 13. 1. In ‘User name’ box, fill in your student email. Eg:
XXXXXXXXXX@student.usm.my

2. Fill in your password.

3. Click ‘Ok’ to all

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

H l\aamani.umas1Z@Student.usm.my l

loooooooooooo| l

i OK | | ‘ Cancel ‘

STEP 14. Click ‘Close’ . Wait for WIFI to connect automatically.
Try using an Internet browser to connect to any website to con-
firm that your connection is successful.

USMSecure

Connected
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